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WHY synthetic data

* Mitigating class imbalance
* Faster collection

* Cheaper generation
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Our problem scenario

e Dataset often distributed across silos %GE)&

* Our case: Vertically partitioned data

* Feature partitioned data

* Joint learning beneficial

* High rate AND high stress = higher risk

* How to synthesize?
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Naive solution

Centralise then synthesise
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Challenges



# 1 Data Privacy

* Centralizing violates privacy
* Who plays the server role?

* Train without moving data?

it

* Federated Learning? Encryption?
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#2 Model training
Without moving data %@&

* Keep data local: Federated learning B
Client 1

* More 1terations —> More comm.

°* Improve training efficiency

Generative model
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#3 What generative models?

* Classic: Bayesian, Variational autoencoders (VAES)

* Generative Adversarial Networks (GANSs)

* Unstable training

* Capture feature links across silos?
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* Need stable generator while preserving cross-silo associations




Solution



# 1 Data privacy

Latent models

* Inspiration from cryptography
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* Latent generative models
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* Model is the “key” to your data
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#2 Model training

Stacked training

* Step 1: Local training (client)
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* Step 2: Latent generator training (server)

Generative ML model
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#3 Generative model

Tabular diffusion

Forward noising process :q(X t|X t_l)

e Stable training process X?

input

Tabular

* Privacy? Latent tabular diffusion

Backward denoising process: py( X" *| X*)

Forward noising
process

noise
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Latent input

Decode

Backward denoising
process
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SiloFuse
Training

Step 1: Auto-encoder(s) Step 2: Latent Diffusion
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SiloFuse
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Privacy

* Semi-honest
* Vertical partitioning post synthesis: Theoretical irreversibility

* Quantify risks of sharing post synthesis (3 attacks)

* Single out rows . _ID__ Rate | . _ID__ Stress:
1#02334| 91 |cxchange 1#02334| High |
* Links between rows '#44212| 105 | € 1#44212| High ;
#31079| 76 #31079| Low
* Infer other columns from local ones #22125| 66 #22125| High

Party 1 Party 2
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Experiments



Resemblance

Similarity between real and synthetic distributions
Avg. of § metrics

* Column similarity (correlation)

* Probabillity distribution distance

* External discriminator model

6 baselines. 9 datasets

Centralized GANs, Stacked vs End-to-End, Centralized diffusion
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Resemblance

* Diffusion outperform GANs

* Latent models competitive against centralised diffusion

Model Abalone Adult Cardio Churn Cover Diabetes Heloc Intrusion Loan
GAN (conv) 64.0 £ 000 38.0x+000 598 040 434 =080 4521040 758 040 540000 472040 764 1+ 049
GAN (linear) 542 £ 040 286 049 290000 308 =039 36.0+000 510000 480000 390000 40.0 =% 0.00
EZE 85.210.40 60.0+0.00 60.21+0.40 88.210.40 531.00.40 72.410.80 68.4+0.49 48.0 +0.00 81.210.40
EZEDistr 56.4+0.80 46.0+1.09 44.0+0.89 78.01+0.00 40.81+0.40 61.8+ 3.12 61.00.00 37.010.00 49.8+1.16
TabDDPM 01.210.75 97.0+0.00 98.0+0.00 63.610.49 78.00.00 94.6+0.49 88.00.00 44.0+0.00 98.0+0.00
LatentDiff 92.0+0.00 78.01+0.00 72.210.40 89.0+0.00 92.01+:0.00 00.01+0.63 83.4+0.49 68.0+0.00 83.41+0.49
SiloFuse 01.00.00 73.010.00 71.0+0.00 87.010.00 89.0 = 0.00 84.0+0.63 79.0=0.00 67.0+0.00 81.210.40

PPD (vs GAN) 27.0 35.0 11.2 43.6 43.8 8.2 25.0 19.8 4.8
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Downstream Utility

* Ratio of classifier accuracy - synthetic : real (capped at 100.0)

* Diffusion outperform GANSs

* Comparable to centralized auto-encoder and diffusion

Model Abalone Adult Cardio Churn Cover Diabetes Heloc Intrusion Loan
GAN (conwv) 71.0 = 063 826 =11.30 940 =363 850109 826 £ 1.01 962 +256 4501063 362 098 8§2.6 1+ 049
GAN (linear) 65.2 = 0.40 30.6 + 1.62 476 =049 T84 +£1.02 362 040 B46 162 384 +049 254 =049 82.0 £+ 0.63
EZE 70.01+1.41 45.0+1.67 75.24+1.47 87.810.74 89.8+0.40 84.2+5.11 39.81+0.40 31.0+0.63 77.0+0.89
EZ2EDistr T0.81+1.72 33.611.02 55.340.33 87.0+0.89 56.8+1.46 89.0+2.28 39.240.40 24.2+1.16 71.24+2.92
TabDDPM 08.410.49 89.2+1.60 99.61-0.49 44.446.28 30.4+7.94 100.010.00 96.410.49 23.0+4.98 98.81+1.17
LatentDiff 100.00.00 100.010.00 86.41+2.33 100.00.00 05.84+0.40 09.610.49 76.410.49 61.2+1.16 04.8+1.93
SiloFuse 07.2+1.16 096.615.04 03.24+4.95 00.440.49 96.41+0.49 05.24+3.92 74 81+0.74 64.210.74 90.0+0.89

PPD (vs GAN) 26.2 14.0 -0.8 5.4 13.8 -1.0 208 28.0 7.4
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Privacy

* Tradeoff
Model Abalone Adult Cardio Churn Cover Diabetes Heloc Intrusion Loan
TabDDPM 48.21+0.48 T70.112.61 76.1+2.19 86.7+0.24 59.1+3.85 46.2+0.69 56.7+1.60 92.1+2.62 579+1.87

LatentDiff 503 =058 737 =229 88.7x 282 78.1 418 557 181 624132 519146 705 289 648 = 2.36
SiloFuse 53.910.46 92.110.60 93.214.97 92.31+1.84 65.112.25 78.112.40 36.41.58 70.512.46 79.315.35

* Recommendations:
* Strong privacy —> Retain partitioning. FL on downstream

* Weaker guarantees —> Share post synthesis. Local model downstream
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Communication

Stacked vs End-to-end training

* Bytes transferred during training

* End-to-end training: Increasing iterations —> Increasing comm.

* Stacked training: Single comm. round
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Future work and Conclusions



Conclusions

* Synthesize, yet maintain privacy

* Latent architecture
* Links in real space preserved in latent space
* Efficient training paradigm

* Privacy
* Spectrum

* Tradeoffs involved
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Future work

MANAAINA~WYW
* Beyond tabular data

NN AMNNNNA

* Malicious adversaries %

* Distributed servers
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Learning from multiple sources

Generative ML model
[Red, Yellow] —> 333174

Party 2

[Purple, Red, Green]
* New data without knowing private info
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